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Struktura NIS2

- < NIS NIS 2
o Na konci roku 2020 zahajena
J Greater capabilities
z podnétu Evropské Komise | ~ . s
o EU Member States More stringent supervision A list of administrative sanctions, including fines for breach
revize smernice NIS improve their measures and enforcement of the cybersecurity risk management and reporting obligations
. . cybersecurity are introduced. is established.
— tzv. smernice NIS2. capabilites. ;
o Navrh zachovava puvodni @ Cooperation
strukturu a mnoho institutu z - Increased EU-level ! Establishment of European Increased information Coordinated vulnerability
o ’ v . v,ve cooperation. Cyber crises liaison organisation sharing and cooperation disclosure for newly discovered
P uvodni smernice NIS , vetsinu z network (EU- CyCLONe) to between Member State vulnerabilities across the EU
. h v k h I b . v k support coordinated management  authorities with enhanced role is established.
NICN VSaK proniubuje (S merem of large scale cybersecurity of the Cooperation Group.
Z K B ) : incdents and crises at EU level
. , JiNs) Cybersecurity risk management
o NIS2 = ZKB, VKB jednotné pro
. s . Operators of Essential Strengthened security Cybersecurity Accountability Streamlined
EU i non-EU regu lovane su bJ € kty Services (OES) requirements with a list of of supply chain of the company incident reporting
¥ - and Digital Service focused measures including for key management obligations with
(O b d 0 b ne )a kO d ne S) Providers (DSP) incident response and crisis information and for compliance more precise
have to adopt risk management, vulnerability communication with cybersecurity ~ provisions on
management practices handling and disclosure, technologies will risk-management the reporting
and notify significant cybersecurity testing, and be strengthened. measures. process, content
Zdroj schématu: Revised Directive on Security of Network and quents tou:he.| r. = B et s of So el and timeline.
Information Systems (NIS2) | Shaping Europe’s digital future (europa.eu) national authorities.
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https://digital-strategy.ec.europa.eu/en/library/revised-directive-security-network-and-information-systems-nis2

Vyvoj vyjednavani

o Aktualni stav a ¢asovy odhad legislativniho procesu:

European Parliament

Committee
Committee Commitiee (compromise) Committee  Negotiation
debate draft report amendments vote mandate

European Commission Delegated Acts

Official (Level 2)
Trilogue Parliament Council Journal and national
negotiations endorsement approval Publication implementation

i W/ |

12/2020 2021 12/2021 2022 2024

Public Internal Inter-service  Legislative
consultation drafting consultation proposal

Council Working Party  Presidency COREPER General
(national attachés compromise (ambassadors) Approach
and experts) draft (ministers)

o Shoda s EP nalezena, finalizovan text, publikace planovana v fijnu 2022 (transpozi¢ni Ihita 21 mésici)
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Nové neregulacni (policy) aspekty v NIS2

Povinné prijeti konkrétnich KB politik

Zprava o stavu KB v Unii

EU-CyCLONe

Vzajemna dobrovolna hodnoceni (peer review)

Coordinated Vulnerability Disclosure (CSIRT jako mozny zprostfedkovatel a koordinator)
Registr zranitelnosti vedeny ENISA

WHOIS databaze (domain name registration data, koordinuje stat)

o O O O O O O O

Koordinované posuzovani rizik kritickych dodavatelskych retézc v EU (obdobné jako 5G
Toolbox)

o Povinné certifikace kybernetické bezpecnosti (stat x Komise)
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Navrh NIS2 z pohledu regulace povinnych osob

Rozdily (aktualni navrh) oproti NIS, ¢ast v ZKB/VKB jiZz dnes:

Minimalni rozdily oproti ZKB/VKB:

o Vét§i pravomoci dozorovych organd (NUKIB)

o Vétsi pravomoci CSIRT tyma

o Smysluplnéjsi hlaseni incidentd

o Podrobnéjsi bezpecnostni opatreni, risk-based approach

Novinky:

o Dvé skupiny povinnych osob, zplsob identifikace povinné osoby

o Rozsah regulovanych systému

o Dobrovolné hlaseni relevantnich udalosti a hrozeb, sdileni informaci o zranitelnostech (registr ENISA)
o Povinné vzdélavani managementu, vétsi odpovédnost (+ docasny zakaz vykonu fce)

o Vyssi pokuty za poruseni povinnosti (inspirace GDPR; EE: 2 % z obratu / 10 mil. EUR, IE: 1,4 % z obratu / 7 mil. EUR)
o Spoluprace clenskych statd na kontrolach a na vyméné informaci (i ve vztahu k ,,DSPs“)

o Sdileni informaci mezi povinnymi subjekty (stdt ma zajistit platformu)

o UZsi spoluprace NUKIB s dozorovymi orgdny z jinych oblasti (UO0U, CTU, ...)

o Do budoucna moznost povinnych certifikaci produkt(

o Cloud computing = standardni povinna osoba (! vylu¢na jurisdikce)

o Rozsifeni plisobnosti NIS2, zahrnuti verejné spravy
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Navrh NIS2 — proces urcovani

o POvodni smérnice NIS vychazela z predpokladu, Ze nékteré organizace nejsou na ICT zavislé nebo ICT
ovlivnitelné — navrh NIS2 toto opousti
Unifikovany zpUsob regulace = konec odvétvovych a dopadovych kritérii systému
Zakladni mechanismus:
. Subjekt vykonava Cinnost v regulovaném odvétvi

- Subjekt je stfedni nebo velky podnik ve smyslu Doporuéeni Komise ze dne 6. bfezna 2003 = 50 a vice zaméstnancl nebo rocni obrat nebo
rozvaha vice nez 10 mil. EUR

o Bez ohledu na velikost:
. poskytovatelé siti elektronickych nebo verejné dostupnych sluzeb elektronickych komunikaci
. poskytovatelé sluzeb poskytujicich davéru
. registry internetovych domén nejvyssi drovné (TLD)
. organy verejné spravy (Ustfedni organy, volitelné regionalni/lokalni)
o Dodate¢ny mechanismus (uréeni statem):
. vyhradni dodavatelé sluzeb v ¢lenském staté nezbytnych pro zajisténi zakladnich spole¢enskych nebo ekonomickych Cinnosti
«  subjekty, u kterych by naruseni jimi poskytovanych sluzeb mohlo mit vliv na verejny poradek, verejnou bezpecnost nebo ochranu zdravi

. subjekty, u kterych by naruseni jimi poskytovanych sluzeb mohlo vyvolat systémova rizika, zejména pro ta odvétvi, kde by takové naruseni
mohlo mit preshranic¢ni dopad

. subjekty kritické vzhledem ke svému specifickému vyznamu na regionalni nebo vnitrostatni Urovni pro konkrétni odvétvi nebo druh sluzby
nebo pro jind vzajemné zavisla odvétvi v ¢lenském staté

. subjekty oznacené za kritické podle smérnice CER nebo za subjekty rovnocenné kritickym subjektdm podle ndrodni Upravy (banky, digi sluzby)

. vzdeélavaci instituce
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Navrh NIS2 — proces urcovani

I Opousti se princip urceni informacniho systému

(c) Manufacture of
electrical equipment

Undertakings carrying out any of the economic activities referred
to in section C division 27 of NACE Rev. 2

Sector Subsector Type of entity
1. Energy (a) Eleetricity | —  Electricity undertakings referred to in point (57) of Article 2 of Directive
opo . . , ;. ve , 2019/944. which ¢ out the function of ‘supply” referred to in point
Identifikace = cela entita, kterd vykonava regulovanou cinnost v regulovaném (12) ot Al 3 ot Direeive (1) w g
OdVétVf —  Distribution system operators referred to in point (29) of Asticle 2 of
Directive (EU) 2019/944
RegUIace - CE|a organlzacel ni kOII SyStemI Na nemz Je ZaV|S|e fu ngova ni za klad ni —  Transmission system operators referred to in point (35) of Article 2 of
v A v Directive (EU) 2019/944
sluzby (,CEZ pele chleba”) £
— Producers referred to in point (38) of Asticle 2 of Directive (EU)
2019/944
SCONOIIE ACTVILY
- - - — Nomunated electricity market operators referred to in point 8 of Article 2 of
3. Manufacture. Undertakings carrying out the manufacture, production and Regulation (EU) 2019/943 ( 2)
production and distribution of substances and articles referred to in points (4).
distribution of (9) and (14) of Article 3 of Regulation (EC) No 1907/2006 (**) —  Electricity market participants referred to in point (25) of Article 2 of
chemicals Regulation (EU) 2019/943 providing aggregation. demand response or energy
- ] - - - storage serviees referred to i points (18), (20) and (59) of Article 2 of
4. Food production, Food businesses referred to in point (2) of Article 3 of Directive (EU) 2019/944
processing and Regulation (EC) No 178/2002 (1)
distribution (b) District | — Distriet heating or distriet cooling referred to in point (19) of Article 2 of
- — - - - - ) heating  and | the Directive (EU) 2018/2001 ( * ) on the promotion of the use of energy from
5. Manufacturing (a) Manufacture of | Entities manufacturing medical devices referred to in Article 2 cooling renewable sources
medical devices and in | point 1 of Regulation (EU) 2017/745( * ), and entities
vitro diagnostic | manufacturing in vitro diagnostic medical devices referred to in (c) Oil —  Operators of oil transmission pipelines
medical devices Article 2 point 2 of Regulation (EU) 2017/746 ( ** ) with
exception of entities manufacturing medical devices mentioned —  Operators of oil production, refining and treatment facilities, storage and
in Annex 1. point 5. transmission
(b) Manufacture of | Undertakings carrying out any of the economic activities referred — Central oil stockholding entities referred to in point (f) of Article 2 of
computer.  electronic | to in section C division 26 of NACE Rev. 2 Council Directive 2009/119/EC (*)
and optical products
(d) Gas —  Supply undertakings referred to in point (8) of Article 2 of Directive

(EU) 2000/73/EC ()

(d) Manufacture of
machinery and
equipment n.e.c.

Undertakings carrying out any of the economic activities referred
to in section C division 28 of NACE Rev. 2

(e) Manufacture of

Undertakings carrying out any of the economic activities referred

AA PRTA T T -
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Navrh NIS2 — dvourychlostni regulace

Essential (zakladni) vs. important (dllezité) entities

Rozdily v regulaci:
* Rozsah bezpecnostnich opatreni (?)
* Kontrola (ex ante vs. ex post; risk-based approach)

* Dozorové pravomoci (EE+: rozsah vyzadanych informaci, pozastaveni platnosti certifikace, pozastaveni vykonu
manazerské funkce)
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Navrh NIS2 — narodni transpozice

Identifikace povinnych osob: Rozsah sluzeb NUKIB:
* Samoidentifikace (samonahlaseni) — subjekty podle * Plny rozsah —essential ent.
velikosti *  Omezeny rozsah —important ent.

«  Rozhodnuti NUKIB — subjekty podle dodateénych kritéri

Bezpecnostni opatreni, obsah ISMS:
Rozsah regulace (zavadéni BO, hlaseni incidentt): * VKB - pro essential ent.

* ISMS pro celou organizaci *  Minimalni bezpecnostni standard — pro important ent.
*  Cile ISMS = sluzby, pro které byl subjekt uréen

Kontrola dodrzovani VKB:

Kategorizace povinnych osob: *  PIna kontrola NUKIB ex-ante / ex-post
* Essential entities (zde KlI, PZS, ¢ast VIS) *  PIna kontrola jinou autoritou
* Important entites (zde zbytek VIS) «  Povinné audity (zasilani NUKIB)
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Dusledky prijeti NIS2 pro regulované subjekty

o Urcené subjekty ztistanou urceny (kromé bank®) o Vétsi zapojeni Evropské komise — provadéci akty

. L : Komise — bezpecnostni opatreni, hlaseni incident
kritérium velikosti organizace

kritérium dulezitosti pro sektor (bez ohledu na 11SO 27k - VKB

obrat nebo pocet zamestnancu) o Vy$$i pokuty za neplnéni bezpeénostnich opatfeni

narodni Uprava (Kll, VIS) (dnes max. 5 mil. K¢)
o Dosavadni PZS a KIl — zachovana dosavadni © Veétsi duraz na sdileni informaci mezi uréenymi
uroven regulace subjekty
otézka co s VIS o Rozsah sluzeb NUKIB — VIP klub

o Rozsah zabezpeceni informacnich systémul se
rozsiri na celou organizaci, nejen na systém
pouzivany pro vykon zakladni sluzby

x risk-based approach
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Navrh NIS2 — proces urcovani

Nové sektory a subjekty:

Provozovatelé vyroby, skladovani a prepravy vodiku
Zdravotnictvi — rozsireni o referencni laboratore
Cloudy, on-line trzisté, vyhledavace — novy rezim
Datova centra, socialni sité

Content delivery network providers

Poskytovatelé sluzeb vytvarejicich dlvéru

Sité a sluzby el. komunikaci — novy rezim

Managed service providers (MSP), Managed security service providers (MSSP)
Verejnd sprava (centralni, regionalni)

Vesmir

Postovni a kuryrni sluzby

Odpadové hospodarstvi

Vyroba a distribuce chemickych latek

Vyroba a distribuce potravin (potravinadrské podniky, které se zabyvaji velkoobchodni distribuci a priimyslovou vyrobou nebo

zpracovanim)

Vyroba vybranych zafizeni a prostredkl (zdravotnicka zafizeni, ICT produkty, aut, vyrobnich zafizeni)
Dobijeci stanice elektroaut

Vyzkumné instituce
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Dotazy?
Dékuji za pozornost!

regulace@nukib.cz
j.henik@nukib.cz
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